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Abstract

TCP congestion control is widely recognized as the “magic” that has allowed the Internet to
scale exponentially without experiencing congestion collapse. By extension, congestion control for
reliable multicast has been identified as an important research problem. However, until recently
there has been surprisingly little work done defining the theory behind Internet congestion control,
the requirements for a congestion control algorithm, what it means to be “fair” with TCP, or even
the safe operating range for TCP congestion control. The “drop-towards-zero” problem has been
identified as a core challenge for multicast congestion control, but has not been formally defined or
quantified. This paper helps address these issues, by summarizing the results of a detailed
theoretical analysis of congestion control based on steady state analysis of congestion response
functions [WC98, Whetten00]. It proposes a set of requirements that congestion control algorithms
should meet, quantifies the drop-to-zero effect, specifies the safe operating range for TCP, analyzes
the existing TCP response functions, and defines a notion of TCP fairness.

1. Introduction

The TCP congestion control algorithm was originally specified as a set of heuristics [Jacob88]
that have been tuned over the years using simulations and experience. Much attention has been paid
to the dynamic behaviors of TCP, such as its responsiveness in the face of changing network loads
[FJ92], and its interaction with different queuing disciplines [FJ93]. However, despite being one of
the most crucial pieces that has allowed the Internet to safely scale, there has been remarkably little
fundamental theoretical analysis on the requirements for Internet congestion control, or of the
theoretical operating range of TCP congestion control. The core additive increase, multiplicative
decrease (AIMD) algorithm behind TCP congestion control is analyzed and justified in [CJ89]. This
paper was also one of the first to establish the notion of an internetwork as a control system, and
congestion control as a resource allocation problem using a control function and binary feedback

from the network. However, it states that congestion is to be avoided rather than controlled, that



congestion avoidance should provide maxmin fairness, and that by doing this AIMD algorithms are
safe for most any network environment—three conclusions that this paper argues should be
revisited.

A major breakthrough occurred in 1997, when the first TCP response functions were proposed.
A TCP response function is a model for the throughput of a TCP connection, when averaged over a
long period of time. We define this as being applicable to steady state analysis of TCP. Steady state
analysis is primarily a resource allocation problem, given a network and a set of offered loads. Two
models for the TCP response function have been proposed, an initial simple model [FF97, MSMQO97]
and the complex model [PFTK98]. These response functions, define TCP’s throughput (T, in
bytes/second) in terms of packet size (B, in bytes), loss rate (P, as a percentage), round trip time
(RTT, in seconds), and TCP timeout (t0, in seconds). The simple model (equation 1) is accurate up
to a 1% loss rate. At loss rates above 5%, the TCP timeout t0 plays a dominant role in the
performance of a connection, and this is taken in to account in the complex model (equation 2).
For common implementations that send an ACK every other packet, C = 1.15 and C' = 2.60. For
implementations that send an ACK every packet, C =0.82 and C' = 1.83. Asshown in
[Whetten00], if the t0 timeout is set to a constant multiple (t) times RTT (equation 3), the shape of

the response function is constant for all values of RTT, as shown in figure 1.1.
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Having a response function for an individual TCP connection provides the foundation for
steady state analysis of Internet congestion control. Steady state analysis looks at fairness, safety,
utilization, and operational range, over long time scales.

In order to perform steady state analysis, [WC98, Whetten00] models the Internet as a
combination of a physical topology and a summation of many transport connections, each of which
obeys some congestion control response function that varies the offered load of each connection in
relationship to the amount of congestion in the network. Under heavy load, routers drop packets as

their primary signal of congestion. Often, the round trip time going through routers also increases
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as a function of offered load. However, this is primarily a second order variable, because it typically
varies over a much smaller range than loss rates can. For example, the practical range of non-zero
values for a loss signal is approximately 0.01% to 33%, a range of 3300, while round trip times for a
given connection rarely vary by more than a factor of 2 times.

With this model, the network appears as a complex control system, with the losses in the routers
as the primary control signal, and the response function as the control function. Figure 1.2
illustrates this model with a simple example. On the left are N senders of TCP traffic, and on the
right are N corresponding receivers. In the middle there is a router, which sources traffic to the
bottleneck link with bandwidth L. If the sum of the offered loads is less than L, then zero loss will
be generated by the network, and it will be running at less than 100% utilization. If the sum of the
offered loads is greater than L, and the size of the queue at the router is small relative to the link
latency (typical for the Intenet), then the router that is sourcing packets to L will have to drop some
packets (i.e. create congestion losses) to create equilibrium in the system. If we assume that the
offered load for each of the N connections is infinite, that they each have the same constant RTT,
and that each is accurately modeled by equation 1 (accurate for P<1%, and reasonable for P<5%),
then the loss rate for the bottleneck link can be calculated from equation 4.
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(4 For RTT=300 ms, B=1512 bytes, N=5, and L=1.5 Mbps, the loss
rate is 1.4%. However, for N=20, the loss rate according to this formula is 22%, and if RTT = 100
ms, then the system can’t equalize, as P>100%! This introduces two concepts. First, that certain
operating conditions for TCP style congestion control can still cause congestion collapse. Second,
that the simple formula in equation 1 is inadequate for use in the Internet. A key insight gained
from this simple example is that a network using congestion control operates by “pushing back” on
the connections crossing it when it is overloaded. If all connections only run across a single
congested gateway, then they all reduce their throughput in a proportional way. As the number of
connections increases, the total bandwidth of the link decreases, the RTT of each connection
decreases, or the PacketSize of the connection increases, then the loss rate of the network must
increase to accommodate this. As the network becomes more complex, the control system becomes
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drastically more complex, and solving it in this way becomes infeasible, because the loss rate a
connection sees is approximately equal to the sum of the loss rates of all the links it crosses. If
connections don't all share the same path, then the solution requires solving a complex linear
system.

From this, we see that persistent congestion is a natural feature of internetworks, necessary for
all but the rare cases where the offered load is less than the available bandwidth. Many of the works
that discuss congestion control [Jacob88, CJ89] imply that congestion is something to be avoided.
Indeed, many congestion control algorithms are instead termed congestion avoidance algorithms.
Instead, we find that congestion is an essential feature of any IP network, and the primary challenge
for a congestion control algorithm is instead to use this control signal as well as possible, to meet the
above goals. In order to quantify the relative merits of any congestion control algorithm, this paper
proposes a set of metrics that partially characterize a response function, and by extension the
congestion control algorithms represented by each response function. Despite TCP having been
defined over fifteen years ago as a set of mechanisms and heuristics [Jacob88], and only recently
having its behavior modeled as a response function, we find that TCP provides a near ideal solution
when measured with these metrics.

[Gole98A] and [Gole98B] provide a general architecture for reliable multicast congestion
control, and contain some overlap with the independent work presented in this paper. An
important contribution of these papers is a ground-breaking insight in how to use windowed
congestion control for reliable multicast in a scalable way, that is also provably fair with TCP.
[Gole98b] proposes two potential definitions for fairness. “Rate based fairness” is essentially
defined as giving each connection the same rate no matter what the round trip time of the
connection is, and “Window based fairness” is defined as giving each connection a throughput
inversely proportional to its RTT. The second definition is essentially the same as the definition of
global fairness put forth in this dissertation. [WS98] created a new definition of fairness, termed
“essentially fair”, and proposed a window based algorithm that controls a connection in a way that

meets this definition. This definition relaxes the constraints on a multicast connection as the



number of receivers grows. It solves the drop-towards-zero problem by regulating the throughput
based on the average loss rate of the congested receivers, as opposed to the worst case among the

congested receivers. However, this allows it to be unfair to TCP on the most congested links.
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Figure 1.1. Different TCP Response Functions
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Figure 1.2. Control System Example

2. Requirements for congestion control

There is no generally accepted definition of the requirements for congestion control in either a
unicast or multicast environment. This section proposes such a set of requirements, which are
formally defined in [Whetten00]. We start by dividing the behavior of congestion control algorithms
in to two halves: steady state and dynamic. Steady state analysis looks at the behavior of the
algorithm in a network where all of the traffic flows on the network have a constant offered load,
and the set of traffic flows stays constant. Dynamic analysis looks at the more fine-grained behavior

of the algorithm as the network conditions change over short time scales. Steady state analysis is
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primarily accomplished through modeling and mathematical analysis, while dynamic analysis requires
both network simulations and analysis.

The requirements for the steady state behavior of a congestion control algorithm are as follows.
1) Safety, defined as the avoidance of congestion collapse, and is the primary requirement. This is
primarily a function of the effective operating range of the algorithm covering all existing and planned
network deployment scenarios, and is also related to the responsiveness of the algorithm, particularly
when new senders are added to the network. 2) Utilization, which for any given network link is the
ratio of the goodput of the connections crossing it, divided by the bandwidth of the link. 3)
Fairness between connections, for which both unicast and multicast definitions are offered below.

The requirements for the dynamic behavior of a congestion control algorithm are as follows. 4)
Responsiveness, which quantifies the speed at which the algorithm responds to changes in network
conditions or changes in the offered load at the sender. 5) Stability, so that the system cannot get
in to unstable conditions through self-reinforcing oscillations, particularly in the face of network
failures. 6) Variance, which is the amount that the throughput of a given connection oscillates over
short time scales, when the network conditions and offered loads are not varying. Variance directly
impacts utilization, and may also impact stability and safety.

In designing a congestion control algorithm, the following is a partial set of the challenges that
must be dealt with to meet these requirements. 1) In order to be safe, the algorithm must support
an extremely heterogeneous range of operating parameters for each connection. 2) There is a
fundamental tradeoff between safety and fairness. 3) There is a fundamental tradeoff between
responsiveness and variance, as well as between fairness and responsiveness. This is the core of the
drop-towards-zero effect quantified in section 5. 4) Any set of network simulations is only able to
consider a small fraction of the conditions in the Internet. 5) For multicast connections, it is
important to both be fair to TCP, while still offering economic incentives to use multicast.

The first challenge is particularly difficult, for it means that the congestion control algorithm,
which governs the throughput of a connection, must be able to adapt over 6 orders of magnitude or

more. An ideal congestion control algorithm should be able to allow the backbone of a



supercomputer facility to deliver up to multiple Gbps, while also restricting modem connections
connected to a web server halfway around the world to one or two Kbps under heavy load.

3. Safety and Response Function Metrics

The primary requirement for safety is that the effective operating range of the congestion control
algorithm encompasses all of the deployment scenarios of the network that it will be deployed in. In
the case of the Internet, a primary way of determining whether these requirements are met is
through defining metrics over a response function that accurately models the congestion control
algorithm [WC98, Whetten00]. This can be done either by modeling the algorithm, as in the TCP
response functions, or by starting with a response function and building a congestion control
algorithm around it [WC98, Whetten00, HWF99, MF97, FHPWOO].

The domain of a response function provides the set of input values over which the function is
defined, for a given connection and network, which produces the range of results for that function
for that connection and network. For some response functions, such as equations (1) and (3), if we
specify a fixed domain for P, the shape of the response function is the same for all values of RTT
and B (figure 1.1). For these cases, we define the adaptive range as the maximum value of the range of
any connection divided by the minimum value of the range of that connection. This provides the
magnitude of change in operating conditions that the response function can respond to.

For the Internet, a realistic domain for the measurable loss rate of any given connection (P),
which also maintains reasonable network utilization, is [0.01% - 33%]. Given this, the adaptive
range of the simple TCP response function (1), is a factor of 57.4. The adaptive range of the
complex function (3) is dependent on the value of t, where the TCP timeout tO=t*RTT. For t=20,
the adaptive range is 2619 , for t=10 it is 1341, for t=6 it is 828, and for t=3 it is 443. Thereisnota
consistent value of t for existing TCP implementations, but using a value of t=6-10 in equation
based congestion control algorithms appears to provide an adequate tradeoff between adaptive
range and TCP fairness.

In addition to having a large adaptive range, the response function must be calibrated well for

the networks it is to run across. The metric maximum connections is defined as the most simultaneous



homogenous connections that can share a given link, without driving the link in to an unstable
operating range where the loss rate above a maximum rate, say 33%. For example, take the example
of a large number of clients all trying to download a large file or media stream through the same 1.5
Mbps T1 line, and assume that the RTT for each connection is 100ms. Assume also that the
connection is accurately modeled by equation 3 with t=10, and that B=1512 bytes. In this case,
even with P=33%, each connection is sending at a throughput of 7.82 Kbps. Dividing the line
capacity by this rate, we get 1500Kbps/7.82 Kbps=192 maximum connections. Figure 3.1 shows
the maximum connections metric as a function of RTT, for t=10, B=1512 bytes, and a maximum P

value of 33%
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Figure 3.1. Maximum Connections vs. RTT.



Figure 3.2 shows the loss rate that a link will run at, given different link speeds and an RTT of
50 ms, as a function of the number of connections. Notice that as the number of connections
increases, the loss rate increases rapidly until approximately 5% loss rate, and then increases slowly.
This is due to the accelerating slope of TCP’s complex response function, and is much of the reason

that TCP can operate safely in heterogeneous environments.
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4. Fairness

A key challenge in defining congestion control for multicast has been the lack of an agreed upon
definition for fairness. Most early formal work (such as [CJ89]) specified that the network should
obey maxmin fairness, where the throughput for all connections experiencing the same single
bottleneck link (or loss rate) would experience the same throughput, regardless of their round trip
times. However, a congestion control algorithm suitable for use in the Internet must have a
network adaptive range of at least 6 orders of magnitude. While this theoretically could be done

without using RTT as part of the response function, it would be difficult. For example, consider if

throughput was proportional to 1/P? instead of 1/+/P , such asin T ? %(S). Equation 5 has an

adaptive range of 7 orders of magnitude. However, it is much more sensitive to errors in measuring



the loss rate, and as shown in section 5, this would dramatically increase the magnitude of the drop-
towards-zero effect. The responsiveness of the system would have to be significantly reduced in
order to have the same level of throughput variations seen today. Also, this would increase the
known bias against connections that pass through multiple congested links. In the Internet, loss is
approximately additive across all links in a connection’s path. If we take the example of a
connection crossing N congested links, each with the same latency and loss rate, then with the
simple model in equation 1, throughput is proportional to 1/N*? (equation 6). With equation 5,
throughput drops off as a factor of 1/N? (equation 7).

T? ¢'B ? L (6) T?ﬂ?i (7
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[Whetten00] makes the case that if all bits transmitted have the same value, then in the absence

of congestion, the best estimate for the cost for each bitis RTT. While admittedly crude, this
estimate is proportional to the number of links crossed, takes at least some account of the added
cost of international delivery, can be easily measured in Internet protocols—and is actually the
function used by TCP, to the extent that equations (1) and (3) are accurate. Based on this, it defines
a two part definition of fairness. A congestion control algorithm meets resource fairness if, in the
absence of congestion, all connections get the same amount of network resources, where resources
for each packet sent are measured by the round trip time of the connection. As congestion occurs
on a local link, an algorithm meets local fairness if all connections back off by an amount dictated by
the same response function. In the absence of multiple congested links, all connections react to loss
in a proportional way. In the case of multiple congested links, all connections react to the most
congested link they pass.

TCP is more conservative than this two-part definition, because it reacts to loss on the whole
path, as opposed to the worst link, which is termed path fairness. An algorithm that meets both
resource fairness and path fairness, and matches the same response function as TCP, is exactly fair
with TCP, under steady state analysis. An easier way of stating this is that there are two types of
resource fairness—path based and locally based. With one exception, TCP obeys path based resource

fairness, because throughput is inversely proportional to RTT and all connections “back off” in
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response to a congested link in the same way. While we will not provide the formal proof here, the

exception is when a connection crosses multiple congested gateways that push the connection in to

the “non linear operating range” of equation 3 (see figure 1.1), where P>5%. The advantages of
resource fairness over maxmin fairness are that resource fairness defines fairness relative to an

(admittedly crude) estimate of the cost of network resources, and that it can more easily support the

very large adaptive range required for the Internet—and therefore is safer than maxmin fairness.

[Whetten00] proposes that a potentially superior solution to the current Internet would be to use
locally based resource fairness coupled with a response function that is both proportional to 1/RTT and
1/P, rather than 1/+/P . This would have the following advantages.

?? It does not discriminate against connections that cross multiple congested links. Connections
that cross N identical congested links will have throughput that is 1/N that of connections
which only cross one. A connection will get the same proportional resources if it crosses
multiple identically congested gateways as if it crosses only one.

?? The steeper slope of the response function (1/P) would provide more adaptive range and a safer
network. However, if this was used in conjunction with path fairness, it would result in a system
that penalized connections as a function of 1/N? for crossing N identically congested multiple
gateways.

?? Itis potentially enforceable at each individual router.

For multicast, it has become generally accepted that for a single-rate congestion control
algorithm, the sender must adapt to the speed of the slowest receiver. A primary question is over
what time scale this must occur, which is discussed in the next section. The other question is how
to select the slowest receiver, using loss and RTT measurements to each.

[Whetten00] defined four ways of selecting the slowest receiver, termed double worst, worst receiver,
worst edge, and restricted worst edge. Double worst means independently selecting the worst value for
RTT for each receiver, and the worst value of P for each receiver, and combining these. This is
obviously non-optimal, but may be necessary for protocols where there are not RTT measurements

made to each receiver. Worst receiver is the most common method used, where the values of P and
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RTT for each receiver are evaluated in a response function, and the slowest receiver is selected from
the results of these response function calculations. While they use different specific mechanisms,
both TFMCC [WCO01] and PGMCC [Rizzo00] conform with worst receiver fairness.

Worst edge and restricted worst edge proposed two ways of doing calculations in hierarchical
reliable multicast protocols such as [WT00], to solve the potential economic disincentive against
using multicast the drop-towards-zero effect causes in some environments, when compared with
TCP, especially in the presence of hierarchical caches and streaming appliances which improve the
performance of TCP by reducing the RTT of the TCP connections. Worst edge proposes emulating
this hierarchical TCP, evaluating the RTT and P values for each edge in the reliable multicast tree,
and selecting the worst edge. However, this may not be safe for all network cases, particularly if
there is not perfect topology congruence between the multicast router topology and the reliable
multicast tree topology. Restricted worst edge uses the RTT of a single edge in the tree, coupled
with the loss rate of the worst receiver of the subtree below that edge. Restricted worst edge is
shown to be both fair and safe, offering a typical performance increase of 2x-4x or more, but at the
cost of extra implementation complexity.

5. Drop-Towards-Zero Effect and Measuring Loss at Receivers

The majority of the work done to date on multicast congestion control algorithms has attempted
to look at the mechanisms of TCP, and generalize those to a reliable multicast environment.
However, by themselves the mechanisms of TCP do not appear to scale well to reliable multicast,
because of the drop-towards-zero problem. It has been established that a reliable multicast
connection must be provably fair with TCP on the worst link that it crosses. If this is enforced on a
short time scale (one to two RTT’s), then the performance of the RM connection will be
significantly worse than TCP’s, and this effect will increase as the number of receivers increases.
This drop-towards-zero effect occurs for two reasons.

?? Fractal Network Traffic. Because of the self-similar nature of internet traffic [PS95], the packet
starvation effect in CSMA/CD LANs [WSF94], and the traffic phase effects of drop tail routers

[FJ92], losses on a given link tend to be fractal in nature. Taking the maximum function of
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multiple fractal distributions creates a distribution with a higher average than any of the input

functions.

?? Information Limits. Because the signal for loss is strictly binary (a packet is dropped or not), any
measurement of loss will have a very low signal to noise ratio.

Of these, the second is by far the most important. As explained in section 1, the network can be
viewed as a control system, with connections deciding on their fair share of bandwidth based on the
loss rate and the RTT measurements from the network. RTT measurements can be made accurately
on each packet acknowledged to a sender, but the RTT for a connection rarely changes by more
than a factor of two. While this can be useful for fine tuning a connection and avoiding self-
reinforcing phase effects that cause instability, this does not provide an adequate adaptive range to
deal with the Internet’s heterogeneity.

TCP attempts to react as quickly as possible to congestion in the network, reducing its window
size (and therefore its throughput) by 50% in response to each lost packet that is detected. While
this provides an average behavior congruent with the response function, there is tremendous
variation in the throughput when viewed on a shorter time scale.

In digital signal processing, the signal-to-noise ratio is commonly used to quantify the amount of
information available from a given signal. This is defined as the ratio of the average amplitude of
the signal, divided by the standard deviation of the signal. To understand the theoretical
information limits of Internet congestion control, we model packet drops as a Bernoulli process
with constant mean rate P. This is roughly accurate for RED gateways [FJ93], but is not accurate
for drop-tail gateways. Quantifying just how much worse the effects of drop-tail gateways will be on
these averages is outside of the scope of this paper. The assumption that the average loss rate is
constant is also optimistic, as large networks tend to show a fractal, constantly varying load and loss
rate at each router [PS95]. Therefore, this model provides an optimistic, upper bound on the S/N

ratio of the signal coming from the routers.
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With a Bernoulli process of mean rate P, the number of successes between losses is a geometric
distribution with mean P. This is the basic period of measurement and adaptation for a TCP
connection. If we define Q=1-P, then the expected value of this geometric distribution is Q/P, and
the standard deviation ism. The S/N ratio is then equal to /Q . Numerically, this value
ranges from 1.000005 with P=0.01%, to 1.222 with P=33%. The S/N ratio increases as a factor of
JINifN periods are averaged, resulting in a S/N ratio of at least 2 if four periods are averaged, and
at least 4 if 16 periods are averaged. No matter what set of mechanisms or response function is used
for an actual congestion control algorithm, this provides fundamental theoretical limits on the
amount of information that can be derived from the network. By derivation, this also provides the
lowest theoretical variance that any set of mechanisms can have, if they are based on loss
measurements from the network. For TCP, this means that the average throughput of a connection
will be accurate if measured over a very large number of individual loss measurements, but the
throughput averaged over a single window of data will vary wildly over the duration of a connection,
due to a S/N ratio of at most 1.2.

With reliable multicast congestion control, it has been established that a connection must be
provably fair with TCP on the worst link that it crosses. The crucial question is what time scale this
fairness must be provided over. If it is provided over the same time scale as TCP, either by using a
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similar set of AIMD mechanisms, or a response function which uses a loss report based on the
number of packets received before the most recent loss, this alone causes dramatic drop-towards-
zero problems. Note that while PGMCC [Rizzo00] adapts to a given receiver on a TCP time scale,
it avoids the drop-towards-zero effect by only switching between receivers on a longer time scale,
similar to that of [WC98] and [WHO1]. To the extent that a single receiver at a time consistently
provides the traffic bottleneck, this allows PGMCC to emulate TCP’s rate to that receiver, with the
fast responsiveness and high variability this brings. If multiple receivers are the bottleneck at the
same time, then PGMCC starts to look more like TFMCC, adapting between receivers at a slower
time scale.

To extend this statistical model to multicast, we assume that each receiver has a fixed RTT (but
one which is possibly different from other receivers) for the length of its connection. Since
congestion control deals with fundamental network safety, we need to make sure any congestion
control algorithm can work in any environment. The worst case we need to examine is when the
network conditions to each of R receivers results in the same average throughput to that receiver,
and each receiver's conditions are statistically independent (i.e. no correlation in their loss patterns)
from each other. To quantify the drop-towards-zero effect in this scenario, we assume that the
receivers measure their loss rates over some fixed number of N loss periods (a loss period
corresponds to a single loss from the network) using a linear averaging function, and the sender
responds to the highest loss report for each period. For the case where N=1, the distribution at
each receiver is geometric, and we need to find the minimum of a set of R geometric distributions.
As shown in [Whetten00], this distribution, X, (of the average number of trials before a success) has

the expected value and standard deviation

_ _ QF QF
Q=1-P E(X)—W 2 (X)? /W

To quantify the drop-towards-zero effect for R receivers, we assume the use of the simple TCP
response function where throughput is proportional to 1/+/P , which is equal to \/E(X) . To get
the expected size of the drop-towards-zero effect, E(D), we take the ratio of the expected value of

throughput for R receivers over the expected value of throughput for 1 receiver
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This is plotted in figure 5.1, for values of P ranging from 0.01% to 10%, and for values of R ranging

from 1 to 50. The plotted values for P=10% are conservative due to the use of the simple response
function. If the complex response function was used, the drop-towards-zero effect would be even
higher. Also, note that if equation 7 was used where throughput was proportional to 1/P, the drop-
towards-zero effect would be the square of this curve. The only non-conservative assumptions are

that the receivers have the same approximate bottleneck throughput, and that their losses are
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Figure 5.2. Drop-towards-zero Effect for Different Averaging Intervals

independently generated. Given this primarily conservative analysis, the results are still quite
dramatic. For R=2 the drop-towards-zero effect reduces average throughput by 30%, for R=4
throughput is reduced by 50%, and for R=16 throughput is reduced 75%. This result demonstrates
conclusively that AIMD mechanisms that attempt to work on this time scale, and react to the worst
receiver for each loss period, cannot feasibly be used for reliable multicast congestion control.

For cases where the averaging interval N is larger than 1, the receiver has a negative binomial
distribution for E(X), and we need to find the minimum of a set of R negative binomial

distributions. While a closed form solution to this is difficult, we can simulate it in order to get
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numerical results. Figure 5.2 shows this for different values of N and R, for P=0.1%. The
simulation is validated by its similarity to the closed form solution in figure 5.6 for N=1. Asin
figure 5.1, this graph assumes the use of the simple TCP response function, and assumes that the
expected value for each receiver’s throughput is the same. This graph demonstrates that the drop-
towards-zero effect is greatly ameliorated by increasing the value of N, although this comes with the
tradeoff of adapting on a slower time scale than TCP. The lowest line, for N=1, is similar to that
shown in figure 5.1. In order to limit the drop-towards-zero effect to no more than 50% of the
nominal throughput (as compared to the case with a single receiver), N needs to be set to at least 6.
Again, these graphs do not take in to account other factors such as the effects due to variances in
RTT, the increased variance introduced by drop-tail routers, the fractal nature of Internet loss
patterns, or the use of the complex response function. It is only looking at the fundamental lack of
information in the communication between the network and the transport connections, and the
fundamentally low signal/noise ratio associated with this channel. All of these factors will increase
the magnitude of the drop-towards-zero effect.

There are three primary ways that have been proposed to measure the loss rate at the receivers.
[FHPWOO] proposes a weighted linear average over the last eight loss measurements. With the
selected weights, this scheme is approximately equal to using a value of N=6, and so appears to find
a near-ideal solution to the tradeoff between responsiveness and variance. Of the three techniques
reviewed, this is the most accurate, and provides the best optimization of responsiveness vs.
variance. It may have slightly more complexity than might be desired in some systems, however.
[WC98, Whetten00] proposes using an exponentially weighted moving average (EWMA), with the
value of the weight set dynamically to P/2. For a series of measurements, X,, this algorithm

P ?2?2*X,?(1?2?)*P,,

measures P, as o 2p. (2 and initializes the weight using a linear average of the first
R 1 o §

four losses. This sets the S/N ratio to 2. This is potentially simpler than [FHPWOO], while being
marginally less optimal. [Rizzo00] proposes using an EWMA average with a fixed constant. Since
an EWMA average acts as a low pass filter, using a fixed constant means limiting the ability to detect
loss rates below the frequency of the constant. Unless a very small constant is used, in which case
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responsiveness would overly suffer, this reduces the adaptive range of the system, and we
recommend that the small amount of added complexity of either of the two other mechanisms is
more than justified by their ability to optimize for a constant S/N ratio in the tradeoff between
responsiveness and variance.

By using a value of N=6, a congestion control mechanism is up to six times less responsive than
TCP to sudden increases in the loss rate. Figure 5.3 shows the numerical results of solving equation
3 for the average number of RTT’s it takes to get a complete new loss measurement over six lost
packets (N=6), for two values of t0.

Putting explicit congestion notification in the routers (that returned at least a 13-bit value, and
preferably a 16-bit value for the average loss rate a connection sees rather than a 1-bit loss value)
would allow feedback to be done on a much shorter time scale. It could result in responsiveness
periods as short as a single RTT for networks with high levels of statistical multiplexing. In this
case, the responsiveness would be limited by the time it takes to get feedback to the sender and by

potential dynamic oscillation effects, rather than the limits on information from the network.

P TO=10*RTT [TO=3*RTT
0.01% 491.0 490.2
0.03% 277.5 276.1
0.10% 158.4 156.0
0.32% 93.3 89.0
1.00% 60.0 52.3
3.16% 47.8 33.6

10.00% 61.5 29.3
31.62% 260.7 84.3

Figure 5.3. Number of RTT’s Required for Loss Measurements
6. Conclusions and Future Work
This paper has presented the results of a formal analysis of Internet congestion control using
steady state analysis of congestion control response functions. It defined a set of metrics for
evaluating the safety of a response function, and applied this analysis to TCP. This showed that
while the simple TCP response function is unsafe, the complex TCP response function does a

remarkably good, although not ideal, job of providing both safety and fairness in the existing
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Internet. It also points out the dependency TCP has on accurate timer measurements, which
current implementations do not necessarily provide.

One of the fundamental issues in multicast congestion control has been dealing with the drop-
towards-zero pathology. This document provided a quantification of the scale of this problem, and
demonstrated that traditional AIMD congestion control algorithms cannot scale for reliable
multicast in cases where there are many receivers with similar, independent loss rates. The
fundamental issue is that the signal to noise ratio of any system that adapts on every lost packet is
only slightly larger than 1. Hybrid schemes, such as [Rizzo00], solve this problem by selecting the
slowest receiver on a slower time scale, and using TCP AIMD mechanisms to rapidly adapt to that
receiver over shorter time scales.

This paper summarized a formal definition of fairness based on the resources used by a
connection, as a potential reference point by which congestion control algorithms can be judged. It
was shown that this definition is compatible with TCP.
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