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Abstract

This document provides an overview of the Reliable Multicast Transport Protocol I,
RMTP-Il. RMTP-Il is a reliable multicast protocol, designed to reliably and efficiently
send data from a few senders to large groups of simultaneous recipients. It works
over both symmetric networks and asymmetrical network topologies such as those
provided by satellite, cable modem, or ADSL carriers. Before sending, each sender
must connect with a trusted top node to receive permission and control parameters
for its data stream. The top node provides network managers with a single point of
control for the senders, allowing them to monitor and control the traffic being sent.
RMTP-II builds on a rich field of existing work, and adds to it the following novel
contributions. It differentiates the roles of the nodes in the protocol, provides algo-
rithms for smoothing and control of the return (TRACK) traffic, and provides explicit
support for highly asymmetrical networks. It provides explicit network management
controls through a centralized point of control, a fully distributed membership pro-
tocol that enables positive confirmation of data delivery, and fault recovery algo-
rithms which are integrated to the reliability semantics of the protocol. It includes a
novel reliability level called time bounded reliability, and offers a unique combina-
tion of TRACKs, NACKs, and FEC for increased scalability and real-time perfor-
mance. Finally, it integrates distributed algorithms for RTT calculation to each

receiver, and provides automatic configuration of receiver nodes.

P multicast is an Internet Engineering Task Force

(IETF) standard that allows a single packet to be sent,

unreliably, to up to many thousands of simultaneous
receivers. It is both selective (it is delivered only to receivers
who have subscribed to the multicast address) and efficient (a
packet is never transmitted on a link more than once). How-
ever, most applications require some form of reliability to
recover from link-level packet losses and from the packet loss-
es that are an inherent by-product of Internet congestion con-
trol [1].

Reliable Multicast Transport Protocol 11 (RMTP-II) [2] is a
transport protocol for IP multicast, which draws heavily on the
original RMTP protocol [3, 4]. The RMTP protocol provided
groundbreaking work in the use of a tree topology for acknowl-
edgment (ACK) aggregation and local recovery, but is less
suited to real-time delivery because it does not support nega-
tive ACKs (NACKS) or forward error control (FEC). Also, it
only provides rudimentary control on the amount of ACK traf-
fic it generates, and its automatic tree configuration algorithms
are not suited to all environments. Finally, it does not include
many features such as explicit asymmetrical network support,
explicit network management, counted group membership, or

time bounded reliability. These limitations motivated us to
extend the core ideas of RMTP to create RMTP-II.

The next section details a small sampling of the work that
has been done on reliable multicast, and the primary work on
which RMTP-11 has drawn. Given the wealth of rich research,
we approached the design of RMTP-I1 as largely a task in
selecting engineering trade-offs between complexity and func-
tionality, to provide a solution that met real market require-
ments. Some of the primary driving applications for RMTP-11
are real-time data (e.g., financial market data), file transfer,
multimedia streaming (including large-scale distance learning),
publish/subscribe middleware, and server replication. More
details on typical multicast application requirements can be
found in [5]. These applications share the demands of typically
having a few senders and up to tens of thousands of receivers.
They require that a protocol provide good throughput of appli-
cation data to receivers, and may also require packet-level or
application-level delivery confirmation. They do not require
any total ordering of messages. They may require limited
recovery of data for late joining receivers, but this can be
implemented more easily at a higher level. The applications
need to be deployable on a wide range of networks, including
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not only terrestrial intranets and the Internet, but also highly
asymmetrical networks, such as satellite downlinks with terres-
trial return paths, wireless networks, and networks with thin
clients for receivers. Finally, standard many-to-many multicast
is not available at the network layer in many of the target net-
works. RMTP-11 attempts to address all of these requirements.

A key requirement for many of these applications is the need
for group membership and positive confirmation of data deliv-
ery to receivers. Many of the present driving applications for
one-to-many multicast are for sending high-value data, and wish
to get assurances at the sender that all data was delivered to all
the receivers. Tree-based ACKs (TRACKS) appear to be the
best proposal to date for providing these guarantees in a real-
time scalable fashion. The core of RMTP-I1 is a set of algo-
rithms that provide and manage this TRACK traffic. While it
has been shown that TRACK protocols have the highest scala-
bility of any non-FEC-based protocol [6], it has also been shown
that FEC is required in order to scale in the face of independent
loss, and we show below that NACKSs are essential for providing
low-latency delivery in the face of packet loss. For these reasons,
RMTP-I11 also includes optional NACK and FEC algorithms.

One of the primary barriers to deploying multicast applica-
tions is the concerns of network managers that these applica-
tions will hurt their networks, because of the large potential
fanout of each application and the high bandwidth of multi-
media applications. The IETF also shares these concerns, and
emphasized in RFC 2357 [7] the need for standards-track reli-
able multicast protocols to provide congestion control that is
fair with TCP. By differentiating between applications
(senders and receivers) and network elements (top nodes and
designated receivers), RMTP-I1 can provide network man-
agers with tools for monitoring and controlling the perfor-
mance and network utilization of large applications. In
addition, the extra feedback provided by TRACKs (as
opposed to NACKSs) allows RMTP-I1 to solve two of the most
difficult problems in congestion control: scalable round-trip
time (RTT) measurements and slow start [8].

While TRACK-based protocols make it easier to solve the
above set of diverse requirements, they come with very real
trade-offs. These include the risk of generating more control
traffic than NACK-only protocols, and the problems — a sin-
gle potential point of failure and potential bottleneck — of
having a centralized top node (TN) in the tree. Even more
important, there is considerable difficulty in configuring the
topology of the hierarchy in a way that is approximately con-
gruent with the underlying physical network topology.

To address the first of these, RMTP-I1 provides a set of
smoothing and control algorithms to manage and limit the
TRACK control traffic. These algorithms do not eliminate the
control traffic trade-off, but allow it to be explicitly monitored
and controlled. RMTP-II also provides an optional hot backup
to the TN to eliminate the potential single point of failure. It
minimizes the amount of work done by a TN (including restrict-
ing it from doing any retransmission of packets) in order to
minimize the risk of it becoming the bottleneck in the system.

RMTP-I1 provides an algorithm for automatically configur-
ing the tree if there is only a single-level hierarchy, which can
be sufficient for real-time applications of up to 100 or more
receivers and non-real-time applications of up to 1000 or more
receivers. For larger deployments, RMTP-I11 assumes the exis-
tence of manual configuration files or a separate session man-
ager component, to handle the configuration of interior tree
nodes (designated receivers, DRs). Also, while RMTP-I1 pro-
vides integrated window-based flow control and rate-based
sender limits, it does not seek to provide TCP-friendly conges-
tion control. Both of these components — automatic tree con-
figuration and TCP-friendly congestion control — are of

sufficient complexity and difficulty that we have left them out
of the core design. This has allowed the protocol to address
more of the core features needed for reliable delivery without
becoming overly complicated, and allows the “best of breed”
of these separate components (both of which are the subject of
very active research) to be used as they become mature.

Related Work

RMTP was the first protocol to propose using a hierarchical
structure to achieve scalability. TMTP was the first to demon-
strate the advantage of combining both ACKs and NACKs
together [9]. Reference [10] showed the benefits of integrating
FEC, in both reactive and proactive forms, to reduce the cost
of repairing independent losses across multiple receivers and
to reduce the average latency of the protocol. SHARQFEC
[11] quantified the substantial advantages of combining both
hierarchical mechanisms and FEC. MTP and MTP-2 [12, 13]
showed the value of imposing explicit roles on the different
nodes of the protocol, which allows the protocol to be simpli-
fied and provides more control to the network manager. SRM
provided fundamental work on how to make NACKs efficient.
It showed how stochastic algorithms for setting the delay
before transmitting NACKSs, combined with delays on respond-
ing to NACKSs, can provide effective suppression of NACKSs
[14]. This technique required the computation of the RTT
between each node and each sender, which is impractical in
many environments, and prompted additional work on NACK
backoff policies. Reference [15] proposed the use of an expo-
nential backoff for NACKs, and showed that this is extremely
effective in suppressing redundant NACK traffic across a very
wide range of receiver group sizes. LORAX was the first pro-
tocol to advocate the use of shared hierarchical control trees
for multiple senders [16]. MFTP was the first protocol to
demonstrate the importance of supporting asymmetrical net-
works, such as satellite networks, with congested or low-bit-
rate return paths [17]. RMTP-II has borrowed heavily from all
of these important works. Finally, LORAX [18], LMS [19],
and PGM [20] all proposed the use of new protocol software
in the routers, to (among other things) facilitate the discovery
of the router tree and to provide efficient suppression of
NACK transmission and repairs. While RMTP-11 does not
require new router software to be added, these protocols
demonstrated the importance of allowing for future router
acceleration, and RMTP-11 was designed with this in mind.

There have been many dozens of individual reliable multi-
cast protocols proposed over the years. Recently, a rough con-
sensus on a general taxonomy has been reached among some
of the community, which is discussed in [21] and [5]. Under
this taxonomy, RMTP-I11 is a tree-based acknowledgment
(TRACK) protocol. The original TRACK protocols were
RMTP [4] and TMTP [9]. Recently, the TRAM protocol was
proposed [22], which appears to draw heavily on RMTP and
has high similarity to RMTP-I1, but integrates a new algo-
rithm for automatic tree configuration.

The second class of protocols is the NACK-only protocols,
such as SRM and MDPv2 [23]. As mentioned above, the orig-
inal SRM protocol had significant scalability limitations [24,
25] and required many-to-many multicast. Recent work has
been done to reduce these limitations. These changes include
the integration of FEC and optional use of exponentially
timed NACKSs. Some experimentation was also done with con-
structing hierarchically scoped local groups. MDPV2 is a one-
level NACK-only protocol, which uses the exponential NACKs
proposed in [15], along with integrated FEC. NACK-only pro-
tocols like MDPv2, which use exponential NACKs and do not
attempt to construct a hierarchical topology, are roughly equiv-
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which allows TRACKS to give positive

T e o

confirmation when all receivers have deliv-
ered a packet.

« Explicit network management: All
senders must connect to the TN in order
to send to the group. The TN provides a
centralized point of management and
control for network managers.

= Asymmetrical network support: The proto-
col differentiates between the control chan-
nel and the data channel, to allow the
protocol to work in fundamentally asym-
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metrical environments, such as with a satel-
lite downlink and a terrestrial return path.

= Optional router assist: It has been well
demonstrated that special software in the

m Figure 1. An RMTP-11 tree.

alent to RMTP-II's NACK algorithms for any one parent, as
described later. Compared with the hierarchical version of
SRM, the primary difference is that SRM assumes that the
end clients perform the hierarchically scoped functions, while
RMTP-11 assumes that manually configured servers perform
this functionality. This NACK-only class of protocols does not
provide confirmed data delivery. However, they are simpler to
implement, and the lack of hierarchy in most versions of these
NACK:-only protocols removes the need for tree configuration.
The flow control provided by the positive ACKs in TRACK
protocols such as RMTP-I11 allows them to provide higher
maximum throughput than NACK-only protocols.

The third class of protocols are the router assist protocols,
such as PGM, LORAX, and LMS. These protocols use new
software in the routers to provide NACK suppression and more
tightly scoped retransmission to the receivers that need them.
This allows them to provide much of the scalability of a TRACK
protocol, with automatic tree configuration, since the protocols
are able to discover and use the underlying multicast topology.
However, the long deployment cycle of protocols such as IP
multicast demonstrate the difficulty of deploying new protocols
that require both new host and router software.

The fourth class of protocols are open loop protocols,
which only use FEC encoding techniques for reliability. These
protocols do not provide real-time delivery and inherent con-
firmed data delivery, but have the highest theoretical scalabili-
ty of any protocol class.

Design Goals and Network Assumptions

The following is a list of the top RMTP-11 design goals:

= Few-to-many delivery: The protocol supports up to a few
senders per transport session, but without any ordering
guarantees across these senders. Its primary focus is on
scaling the number of receivers.

Receiver scalability: This is a primary design goal. Scalabili-
ty is achieved through the combination of the following:
—Hierarchical positive ACKs, with strict management of the
amount of return traffic

—Local retransmission from DRs

—Use of optional FEC to reduce the effects of independent-
ly distributed loss

—Use of optional NACKs to allow TRACKS to be sent very
infrequently; NACKSs scoped in a hierarchical fashion, as
opposed to sent to the entire group

Strong reliability guarantees: The protocol provides a fully dis-
tributed group membership and acknowledgment algorithm,

routers can increase the scalability of a

protocol. However, if IP multicast is an

example, this software tends to take an

extremely long time to deploy widely.
Hence, the protocol is designed to take advantage of generic
router assist when it becomes available, but without requir-
ing it for scalability.

= Support of congestion control: RMTP-11 is designed to sup-
port TCP-friendly congestion control. Its hierarchical posi-
tive ACKs allow it to solve two of the most difficult
problems: slow start and scalable RTT measurements. Its
use of hierarchy also allows it to take advantage of restrict-
ed worst edge calculations, which ameliorate the drop to
zero problem in RMCC. [1]

= No requirement of many-to-many multicast: Some multicast
deployments do not support receivers being able to source
multicast packets to the same group a sender is using.
RMTP-11 is designed not to require this feature.

« Simplicity: While more complex than some protocols,
RMTP-II strives to be as simple as possible. One way it does
this is by differentiating the roles of the group members.

A Protocol Overview

RMTP-I1 provides sequenced reliable delivery of data from a
few senders to a large group of receivers. RMTP-II consists of
a network that has one or more sender nodes (SDs), many
receiver nodes (LNs), a TN, and zero or more DRs. It may
also have a TN backup (TN-B).

In order to provide optimal support for asymmetrical net-
works, RMTP-I11 breaks operations in to a data channel and a
control channel. Data is multicast by a sender on the data chan-
nel. Data may be retransmitted by the sender on the data chan-
nel, or multicast or unicast on a local control channel by a DR.
The control channels are organized into a tree with the TN at
the top of the tree and the receivers at the bottom of the tree.
Designated receivers are always in the middle of the tree.

The simplest configuration consists of a single sender and a
TN on one host, and receivers on multiple other hosts con-
nected to the network. An implementation could allow multi-
ple nodes of different types to run in a single process, allowing
a host to act as a sender and a receiver, a sender and a TN, a
receiver and a DR, or other combinations.

Figure 1 illustrates an RMTP tree with multiple control nodes.
In the case of a symmetrical network whose control tree topology
is relatively congruent to the multicast routing tree topology, the
data channel may have the same path as the control channel. In
the case of an asymmetrical network, such as a one-way satellite
network with a terrestrial return path, the receivers and DRs
would receive the multicast data directly, but the TNs (and per-
haps some of the DRs) will only receive control traffic.
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the tree is now formed. At time 3, a TN-B starts and
joins the TN. This produces the full topology in Fig. 2,
and a fully operational, fault-tolerant tree. For now, we
assume that all of the nodes have a static configuration
file, which provides the address of their parent. Later,
we discuss how the receivers can automatically locate
their parents, using a multicast address.

With the sender quiescent, the tree is still sending con-
trol packets around. The TN and DRs each send occa-
sional Heartbeat packets to their local multicast control
channel, and their children (including the sender and TN
backup) reply with Heartbeat Response packets. The
sender periodically issues NullData packets to notify the

m Figure 2. An example of normal operation.

A receiver joins a data channel to receive data. A receiver
periodically informs its parent about the packets it has or has
not received by unicasting a TRACK packet to the parent.
Each parent node aggregates the TRACKSs from its child
nodes and unicasts a single aggregated TRACK to its parent.
The TN aggregates the TRACKS from its child nodes and uni-
casts a single TRACK to the sender.

Each DR or TN has a local control channel, which is a
multicast group that connects it to all of its children. This is
used for local multicast retransmission of lost packets to just
the parent’s children. Each control node also multicasts
Heartbeat packets on this channel, which inform the child
nodes that the parent node is still functioning.

A tree forms a loop from the sender to the receivers,
through the control tree, and back to the sender. Data and
NullData regularly exercise the data channel. Heartbeat pack-
ets exercise the downward control channel. TRACKSs, NACKS,
and HeartbeatResponse packets regularly exercise the control
channel in the upward direction. This combination constantly
checks that all of the nodes in the tree are still functioning
correctly, and initiates fault recovery when required.

One RMTP-II tree can support multiple data channels,
each with its own multicast address. Each data channel can be
used by one or more senders to send data. A receiver must
join all data channels corresponding to the streams it wishes
to receive. A tree has only a single control tree, which consists
of both the local multicast control channels and the unicast
packets sent from children to their parents.

RMTP-II differentiates between clients (senders and
receivers) and interior nodes (TNs and DRs). It assumes that
the interior nodes may be operated by network managers as
part of the infrastructure, and offers network management
tools that allow the managers to control the rest of the tree
from the interior nodes. The protocol collects statistics at
each interior node, which cover the resources used by the chil-
dren of that node, and makes these available through a Sim-
ple Network Management Protocol (SNMP) interface. The
network manager can also change key parameters at the TN,
which control the performance of the connection, and the
resources it is allowed to use. If a client (sender or receiver) is
misbehaving, the network manager can eject that client from
the group. The network manager uses SNMP to communicate
with an internal control node, and that node then issues the
eject command to the misbehaving client.

Figure 2 shows an example of normal operation. At time 0,
a TN and two DRs are running, but are not connected to each
other. At time 1, a set of four receivers join the tree by con-
tacting the two DRs, prompting each DR to join the TN. At
time 2, a sender joins the TN, and advertises a new multicast
data channel. The receivers all join the new data channel, and

receivers that it is still active, and to let them discover any
data packets they might have missed (even though none
have yet been sent).

At time 4, the sender starts sending a stream of data
packets on the multicast data channel. The receivers and DRs
each receive these packets, and respond by generating
TRACKS and propagating them up the control tree, and back
to the sender. When the sender gets a TRACK for a data
packet it has sent, it can advance its transmission window and
free that packet from memory. If a packet is missed, it will be
requested implicitly in the next TRACK sent by that node, or
explicitly with a NACK if they are enabled. If the node’s par-
ent has that packet, it will retransmit it to its local control
channel. Otherwise, it will pass the request up the tree. If a
retransmission request gets all the way to a sender, the sender
retransmits the packet on the multicast data channel. If FEC
is enabled, instead of requesting a single packet, a child
requests how many packets it has lost out of the last FEC win-
dow of W packets. The parent then retransmits a number of
parity packets to all of its children, equal to the most packets
lost out of that window by any of its children.

RMTP-II Algorithms

TRACK Traffic Management

Use of hierachical ACKs (TRACKS) fundamentally increases
protocol scalability, but still leaves the protocol vulnerable to
creating congestion collapse on the back channel, particularly
in highly asymmetrical environments where the data channel
may be much larger and less congested than the control chan-
nel. RMTP-11 manages this issue with a set of global tree
parameters and algorithms for TRACK management. If the
optional NACKSs are not enabled, there is a fundamental
trade-off between the amount of control traffic generated and
the speed at which losses are detected and recovered from.

RMTP-11 makes this trade-off explicit by creating a relation-

ship between the amount of control traffic and data traffic,

managed by the following variables:

< B — Maximum branching factor. This is a tree-wide con-
stant for the maximum number of children that can be
attached to any interior tree node.

= R — Maximum overhead ratio. This is a tree-wide constant
for the maximum number of ACKs that should be received,
at any interior tree node, for each data packet.

e H - TRACK window. This is the maximum period, mea-
sured in sequential sequence numbers, between TRACKSs
generated at a receiver. H = Ceiling(B/R)

« M — Child modulus. Each child is assigned a unique number
by its parent, M, between 0 and B — 1. The child will then
respond to any packets with sequence number N where
N(Modulo (M Modulo H)) = 0.

As an example, assume a parent has B = 6 children, and
the desired ratio of TRACK packets received to data packets

sent is R = 2. Then the children will respond to every H = 6/2
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= 3 data packets. The children are separated into three
groups by their M numbers (Modulo H), 0, 1, 2. The children
with number 0 will respond to sequence numbers that equal 0
(Modulo 3). The children with number 1 will respond to
sequence numbers that equal 1 (Modulo 3). The children with
number 2 will respond to sequence numbers that equal 2
(Modulo 3). The six children are partitioned into three
response classes of size 6/3 = 2. There will be B/H = 2 chil-
dren responding to each data packet.

Sequence #: 101 102 103 104 105 106 107

108

Sequence #, Mdd 3: 2 0 1 2 0 1 2
0

Recei ver | ndex #: 1, 2, 3, 4, 5 6

Recei ver Index (Mdulo 3):1, 2, 0, 1, 2, 0

R is the primary control for a tree’s trade-off between mini-
mizing control traffic, and minimizing latency and required
buffering. Note that B refers to the maximum number of chil-
dren for a DR, not the actual number of children. For cases
where B dramatically overestimates the number of children,
the actual control traffic will be much less than R, but this
allows H to be a tree-wide parameter.

When data traffic is low, a receiver may not send a packet
for a long time. This could cause long waits for packet stabili-
ty and also make the receiver appear to have failed. The tree-
wide constant Ty ack max guarantees that receivers respond in a
timely manner. Tiack max SPecifies the maximum time that can
elapse between TRACKs while the stream is active. If the
stream is active, a receiver sends at least one TRACK within
the interval Tirack max- The value of the variable Ty 4o dynami-
cally controls the time between TRACKS. Tyack Varies as the
average of the previous two inter-TRACK times, Ty ek and
Tirack2- The values of Typack1 and Tyracke are initially set to
Ttrackfmax- Ttrack = Min((Terack1 + Ttrack2) * C, Ttrackfmax):
where C is a tree-wide constant that determines the respon-
siveness of Tirack. The recommended value for Cis 1.

The Tyrack timer is initialized when a receiver receives the
first packet of a data stream. A new Ty4ck Value is calculated
and the Ty a0k timer reset each time the receiver sends a
TRACK packet. If the data traffic load is high, H packets are
received in time Ty ,ck OF less and the above rotating TRACK
algorithm determines the generation of TRACKSs. If the load
is low, the Ty ack timer expires before H packets are received,
and Tyrack determines the generation of TRACKS. Under low
load conditions, the value of Ty a0k grows in an approximately
exponential manner to Tyack max-

NACK Traffic Management

While TRACKS provide a constant, well managed stream of
information about the packets which have and have not been
received, RMTP-II's optional use of NACKSs is key for sup-
porting real-time delivery applications. As we will show later,
the average recovery time for a lost packet when NACKs are
enabled is usually significantly lower than when TRACKSs
alone are used. Like many other protocols, RMTP-II uses the
exponentially weighted timer algorithms proposed in [15] to
provide optimal NACK suppression. When a receiver discov-
ers it has missed a packet, it sets a random, exponentially
weighted timer. If the receiver has not yet seen a repair for
that packet when the timer goes off, it unicasts a NACK
packet to its parent. When the parent receives a request for a
lost packet, if it has the lost packet, it multicasts the repair to
all of its children on its local control channel. If it does not
have the packet, it passes the request on to its parent and
multicasts a control packet to its children to suppress other
NACKS.

Reliability Semantics

In a reliable multicast protocol, one of the major issues is
deciding when to declare to a sender that all receivers have
successfully received a packet so that it can be discarded
from the sender’s retransmission buffers. The simplest
method (often used with NACK-only protocols) is to explicit-
ly designate how large the retransmission buffer should be.
This is specified in terms of either time (the sender holds
onto all packets for N s after they were first transmitted) or
in space (the sender holds a maximum buffer of the last K
bytes that were transmitted). However, this makes inefficient
use of the retransmission buffers, and does not provide any
explicit confirmation of which members received the data.
RMTP-11's TRACKSs come from all receivers, and thus allow
it to provide positive confirmation of the data’s delivery to all
receivers.

As first analyzed in [26], there are multiple choices on how
to do the TRACK aggregation, which trade off between laten-
cy and buffer space, and reliability in the face of persistent
failures. RMTP-I1 offers two options: pessimistic aggregation
and optimistic aggregation.

Pessimistic aggregation requires that any interior node get
a positive confirmation from each of its children before it can
acknowledge that packet’s stability to its parent. Optimistic
aggregation allows an interior node to acknowledge that a
packet is stable as soon as it has received it, assuming that it is
capable of performing local retransmission to all its descen-
dants. For optimistic aggregation, the TRACK bitmap that
requests retransmission of lost packets also serves to report
confirmed data delivery. For pessimistic aggregation at nodes
which also provide local recovery, a separate field must be
used to report stability, because the stability semantics are dif-
ferent than the retransmission request semantics of the
TRACK bitmap. This field, which denotes the highest sequen-
tial sequence number (HighestStableSeqNum) which has been
delivered to all receivers, is then advertised by the sender in
the data packets it sends out. This allows the interior nodes to
hold onto packets for retransmission until all receivers in the
tree have received it.

The advantage of optimistic aggregation is that the sender
gets stability of packets before the packets are actually stable
at all the receivers. This decreases the buffering requirements
at the sender. The disadvantage of optimistic aggregation is
that it reduces the ability of a tree to allow all receivers to
recover from the failure of their parents.

Consider an RMTP tree in which a receiver has a DR as
parent and a DR as the next ancestor node. The parent node
receives all the packets, but the receiver misses a packet. If
the receiver’s parent dies before it can retransmit the missing
packet and the receiver rejoins the ancestor node, the receiver
likely cannot recover the missing packet. Using optimistic
aggregation, the failed parent would have reported that the
message had gone stable, and the ancestor and sender would
have then released the packet by the time the receiver had
rejoined to the ancestor. With pessimistic aggregation, neither
the sender nor the ancestor would have received a stability
notification for that packet yet.

Reliability and Ordering Options

As described above, RMTP-11 offers two options for data
delivery confirmation: pessimistic and optimistic aggregation.
RMTP-11 also offers three levels of reliability/ordering seman-
tics: unordered, source-ordered, and time bounded. Source-
ordered is similar to TCP: a receiver will receive all packets,
in the order in which they were sent from a single source, or it
will declare a failure for the stream. Unordered delivery
attempts to provide reliable delivery, but delivers the packets
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in the order in which they are received from the network. If a
packet is unrecoverable, the receiver can choose to declare a
failure or continue operating.

Time bounded reliability provides bounded reliability for real-
time applications with strict jitter requirements. Recovery on a
lost packet is only performed for up to Ty ecover time. Each
receiver uses the control tree Heartbeats to calculate the
approximate delta between its clock and the clock of the sender,
as well as the one-way RTT to the sender. With time bounded
reliability, the sender timestamps a packet with the time it is
sent, using its local clock. When the receiver gets a packet with
sequence number N + 1, but has not yet received packet N, it
waits up to the time bound T ecover ON packet N + 1, calculated
using the packet’s timestamp TSy+1 and the clock differential to
the sender, Cgeita- It Will attempt recovery of any lost packets
with smaller sequence numbers until time Tyax recover, after
which it declares the packets lost, and delivers packet N + 1 to
the application. Tmay recover = TSN+1 + Ceita + Trecover-

Finally, as part of its flow and rate control, RMTP-11 also
allows bounds to be set on the minimum and maximum sender
throughput. When a receiver is not able to keep up with a
minimum data rate, it is forced to leave the group.

Loss Notification and Recovery

RMTP-I11 uses TRACKS to notify the sender when a packet

has gone stable and can be freed. A TRACK includes the fol-

lowing fields:

= High Sequence Number — The sequence number of the
highest numbered packet received

= Low Sequence Number — The sequence number of the low-
est numbered packet not yet received

= Stable Sequence Number — The sequence number of the
highest contiguous stable packet

= Bitmap — A list of the packets between the High and Low

Sequence Numbers, corresponding to whether each packet

between is missing (0) or acknowledged (1)

For optimistic aggregation, the Low Sequence Number is
the same as the Stable Sequence Number, and the Bitmap
corresponds to the packets which have gone stable. For pes-
simistic aggregation, the Bitmap is used to notify the parent of
packets needing to be retransmitted, and the stable sequence
number is used to notify the parent when it can release
retransmission buffers. If the Bitmap is larger than a given
size, it can be run length encoded.

A NACK is an explicit request for retransmission of missed
data. Networks that operate under low loss conditions can use
NACKSs, combined with reduced TRACK traffic, to get faster
recovery of lost data packets with less control traffic overhead.
A NACK is a TRACK packet with a special NACK flag set.
After detecting a missing packet, a receiver waits for a random
time Z before generating a NACK. The time, Z, is a random
variable having a truncated exponential distribution on the inter-
val [0, T], according to the formulas in [15]. The parent immedi-
ately replies to a NACK by retransmitting the missing packet on
its local control channel, unless it is suppressing retransmission
due to a recent TRACK or NACK. When children receive a
retransmission, they cancel any corresponding pending timers,
resulting in NACK suppression. If a DR receives a NACK
requesting retransmission of packets it does not have, it multi-
casts an empty retransmission to suppress other NACKSs from its
children, and forwards the NACK to its parent. A single NACK
or empty retransmission can cover multiple packets.

TRACK and NACK packets prompt retransmission of
missing packets. This retransmission of lost data packets can
be done by the sender or DR nodes. When a DR gets a
retransmission request, it fulfills it, if able, on its local control
channel. A DR passes up retransmission requests (in a

TRACK or NACK) that it cannot fill itself. When a node
sends a retransmission, it calculates a minimum period of
time, Tin retransmit» D€fore another retransmission request will
be honored for this packet. Tmin retransmit iS calculated as the
local RTT of the control channel multiplied by 2 to the power
of the number of retransmissions of that packet (including the
current one). Tmin retransmit Can never exceed Tmay_ retransmits &
fixed system constant. -

When a DR receives retransmissions from its parent, it for-
wards these retransmissions to its children via its local control
channel, assuming it has a pending request for that packet. A
TN that receives a NACK acts just like a DR that does not
have the packets for retransmission, with the parent of the TN
being the sender for that stream. However, when a sender
retransmits a packet, it is assumed that a large part of the tree
is missing the packet, so it is retransmitted on the data channel.

Forward Error Correction

RMTP-II supports two modes of FEC: proactive and reactive.
Proactive FEC is a mechanism by which parity packets are
sent along with the data packets. The receivers use the parity
packets to recover the missing data packets. This is used in
environments where it is known ahead of time that there is a
high loss rate in the network (such as in a wireless LAN), and
to support real-time applications.

Reactive FEC is a mechanism by which the sender encodes
and sends parity packets only if it gets notification about missed
data packets. The sender sends parity packets instead of
retransmitting the data packets. The receivers are able to repair
different lost packets with these parity packets. This is used in
environments where receivers face independent loss. For exam-
ple, if receivers are connected to the network by modem, the
losses at the various receivers may be independent. If each
receiver loses a different packet, in the worst case, every packet
could have to be retransmitted. With reactive FEC, for a win-
dow of N packets, the retransmitter only has to retransmit a
number of parity packets equal to the maximum number of lost
packets in the window for any descendant.

Distributed Membership

Traditionally, multicast membership algorithms have provided
either total membership knowledge or no membership knowl-
edge [14]. The first does not scale, and the second does not
allow for confirmed data delivery. RMTP-11’s membership
algorithm solves this by providing aggregated ACKs. Option-
ally, it can also provide counted membership.

Each node in the tree is responsible for maintaining the list
of children joined to it, its parent, and any alternate backup
parents. When a child joins a parent, it does so using a simple
request-reply protocol to the parent. If a receiver joins a
stream in process, it is only allowed to start at the current
highest sequence number the DR has received. The DR relays
this number in response to a join request. The parent can
accept or reject requests to join, and is responsible for detect-
ing the failure of its children.

In order to join a tree, a node must know some information
about which parent in the tree it wishes to join. It can specify
either the IP address and UDP port for the parent, or the IP
multicast address and UDP port for the local control channel
of the parent, assuming that this multicast address supports
many-to-many multicast. Each control node must specify the
multicast address of the local control channel it is going to
use, as well as an optional UDP port that it will use to receive
unicast join requests. Each node must also specify its role in
the tree. All other information, including global tree configu-
ration parameters and the address(es) of the data channel(s),
are automatically propagated through the control tree. Note

42

IEEE Network < January/February 2000



Top node Backup TN Heartbeat F* Tho

Top node Child Heartbeat 3*F* Thp

Child Parent TRACK, 2*F*Thp
HeartbeatResp

Backup TN Top node HeartbeatResp | 3*F*Typ

DR Child Heartbeat 2*F*Thp

Sender All NullData 2*F*Tnulidata_max

m Table 1. Failure detection.

that in the case of a single-level tree (with a TN but no DRs),
this allows for near-automatic configuration. Each node sim-
ply specifies its role (which the application must know) and a
common multicast address/port.

When a receiver or DR wishes to leave the tree, it also does
so with a request-reply protocol. Normally, a receiver will wait
until the sender advertises the end of a stream, and it has deliv-
ered all packets up to the end of the stream, before it leaves the
group. A DR should not leave the group until all of its children
have left the group. If it needs to leave for some exceptional
reason, it should send eject messages to all of its children first.

Counted membership is an optional tool for getting usage
information on the tree. With this, when a node sends a
TRACK to its parent, it includes the current number of
descendant receivers. This is aggregated at each interior node
in the tree, providing the sender with a reasonably accurate
count of the number of current receivers.

Fault Tolerance

Pessimistic aggregation provides the foundation for RMTP-
1I’s fault-tolerant semantics. The protocol is designed to allow
all receivers to continue to receive a data stream in the face of
the failure of any single interior node. In the face of more
complex failures, the protocol is designed to degrade graceful-
ly, shedding any receivers that are not able to recover and
continuing operation with the piece of the tree that is still
functioning. Pessimistic aggregation gives the fault detection
and recovery algorithms time to recover from a failure, and
still be able to recover lost packets.

A Fault-Tolerant Top Node — RMTP-I1 provides a fault-toler-
ant TN capability by allowing the configuration of a backup
TN. The backup TN monitors the TN’s Heartbeat packets,
and takes over if it stops detecting these. The TN sends the
backup TN’s address in the Heartbeat packets to its child
nodes in case the children first detect a failure.

Failure Detection — The protocol detects failures through
three keep-alive packets: Heartbeat, HeartbeatResponse, and
NullData. The Heartbeat packet is multicast periodically from
a parent to its children on its local control channel, and the
children then respond by unicasting a HeartbeatResponse
packet back. NullData packets are sent by a sender when it
has no data to send, to “exercise” the control tree. The key
parameter for failure detection is the global tree parameter F.
The higher the value of F, the more keep-alive packets must
be missed before a failure is declared. Another important
parameter is Tpp, the maximum amount of time between
Heartbeats or HeartbeatResponses. Finally, Thuidata max 1S the
maximum amount of time between NullData packets.
The goals of the failure detection algorithm are:
= To detect parent failures sufficiently faster than detecting

child failures, to allow children to fail-over to another
parent before confirmed data delivery for packets the
child missed is declared. When a packet is confirmed as
delivered, it is removed from possible retransmission.

= To have the TN backup detect a TN failure sufficiently
faster than the TN'’s children, to allow it to take over
before the children declare failure.

= To detect all failures quickly enough that the failures
can be handled before the buffering limits are exceeded,
which is tied in with flow control.

= To avoid mistakenly detecting failures due to normal
packet loss; in particular, to have an even lower chance of
mistakenly declaring failure cases that can’t be recovered
from, such as a DR declaring the TN or a child failed.

Table 1 lists the detection intervals that nodes use to detect
the failure of their neighbors.

This algorithm can meet the above stated goals, as long as
the following conditions are met:

« F must be at least 3.

= The time for a receiver to switch to a new parent is no more
than 2/3 of Ty,.

= F is sufficiently large for the maximum loss rate and receiv-
er scale expected for deployment.

The more receivers in a tree, and the higher the loss rate,
the larger F must be in order to give the same probability that
erroneous failures won’t be declared. For example, take a net-
work where the maximum (uniformly randomly distributed)
packet loss rate to each receiver is 10 percent, there are 1000
receivers, and F is 5. For any period of F * T}, at the maxi-
mum loss rate, there is a 1 percent chance of a receiver
declaring a parent DR failure and switching to a new parent.
There is a 0.00001 percent chance of a DR declaring the fail-
ure of any receiver during that period.

Failure Recovery — The backup TN detects the TN’s failure
within an interval that is 1/3 the interval required by the other
children of the TN. The backup TN takes over the TN’s
responsibility and sends Heartbeat packets on the TN’s multi-
cast control channel.

When the TN’s children start to receive the backup TN’s
Heartbeat packets, they validate the backup TN’s identity and
then send a request to the backup TN to rejoin the group,
using the backup TN as the new TN. This allows the backup
TN to construct a new list of the child DRs it will have that
have survived the failure. Because there is no shared state
between the TN and the backup TN, except for the list of data
channel and control channel addresses, there does not have to
be any special consistency between the TN and backup TN.

RMTP-II allows parents to advertise their ancestors and/or
peers to their children, as part of Heartbeat packets. When a
child detects failure of a DR parent, if the child node has
information about other control nodes, it can try to reconnect
to an alternate parent node. Like joining a backup TN, the
child node sends a request to rejoin the tree to the alternate
parent node. This rejoin request includes the sequence number
of the highest sequentially received data packet in each stream
the child was receiving. The parent can then accept the
request, reject the request, or accept the request but notify the
child that some of the data it missed is unrecoverable. Because
a child detects a failure in approximately half the time any par-
ent detects the same failure, there is a high probability that a
child will be able to rejoin the stream where it left off, assum-
ing there is adequate bandwidth available for delivering the
missing packets. If pessimistic aggregation is enabled, the child
should be able to recover all missing packets from any parent
it selects in the tree, assuming no more than one interior node
has failed. No interior node can release packets for retransmis-
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sion until they are smaller than the highest sequential stable
sequence number (HighestStableSeqNum) advertised from the
sender. Therefore, a receiver will only fail if it is not able to
transfer to a new parent before its parent’s failure is detected
and the impact of this on the HighestStableSeqNum is propa-
gated to the interior nodes.

A control node may fail and restart before its children can
detect the failure. If a control node receives a TRACK or
HeartbeatResponse packet from a child node that is not in its
child list, it sends an eject notification that indicates the par-
ent has restarted. The receiver can then decide to declare a
failure, or attempt to rejoin the session with the DR, perhaps
losing some packets in the process. Finally, a control node
may detect the failure of its child, in which case it flushes that
child from its list of children. This will cause any packets that
were pending acknowledgment on just that receiver to be
acknowledged in the next TRACK.

Explicit Network Management

One of the major barriers to deploying multicast applications
has been the lack of tools for controlling these applications.
One of the primary purposes of having a separate TN is that
it provides a centralized point of monitoring and control. The
control nodes provide three primary management tools:
SNMP monitoring, the dynamic ability to change tree parame-
ters, and the ability to eject misbehaving senders or receivers.
Because the control nodes receive information about all of
their children, they can compute aggregated statistics on the
number of descendants (using counted membership), local loss
rate, cumulative retransmission rate, throughput, and so on.
RMTP-I11 then provides an optional SNMP or RMON2 man-
agement information base (MIB) which makes these accessible
to network managers with standard network monitoring tools.
In addition, the TN provides a central point of control for
global tree parameters. These are all set at the beginning of a
session (typically from a configuration file), and provide such
things as bounds on the minimum throughput and maximum
throughput, the maximum branching factor, and the overhead
ratio for control traffic. Using the same MIBs, the network man-
ager can optionally change these parameters in real time, and
RMTP-11 then propagates these changes to the rest of the tree.
Finally, if a control node notices that one of its children (a
sender is always considered a child of the TN) is misbehaving,
it can send an eject message to that child. This can be done as
part of an automatic congestion control algorithm, as enforce-

ment on the sender’s throughput, and as a way of removing
receivers that are not able to keep up with the minimum
throughput of a session. It can also be done through the net-
work management MIB at either a DR or TN.

Flow Control and Distributed RTT Calculations

RMTP-I1 congestion control is a large topic of still ongoing
research [27]. It is being developed in a way that makes it rel-
atively orthogonal to the protocol, so it can be used with mul-
tiple protocols. However, RMTP-II provides some integrated
features that are key tools for these flow and congestion con-
trol algorithms: distributed RTT calculation and windowed
flow control. For flow control, a maximum window, MaxWin-
dow, is set as a tree-wide parameter and passed to all nodes.
Each receiver and DR node is expected to be able to allocate
at least MaxWindow buffers for incoming packets from that
data stream. As explained earlier, each TRACK or NACK
contains a Stable Sequence Number field. Each sender keeps
track of the difference between the most recently reported
Stable Sequence Number and the highest sequence number it
has sent. This is not allowed to be larger than MaxWindow.

Accurately measuring RTT to each node in a group is
extremely important for congestion control, to allow senders
to avoid spurious retransmission, but even more important for
use in the TCP response function which is the heart of many
of the congestion control proposals. RMTP-I11 provides two
algorithms for distributed RTT calculations: Sender Loop
Back RTT measurements and Parent Loop Back RTT mea-
surements. Sender Loop Back is essentially a hierarchical
form of the Parent Loop Back algorithm. Figure 3 illustrates
how these algorithm work. The Parent Loop Back algorithm
depends on the control channel feedback path from a parent
to its children and back. In RMTP-I11, each control node regu-
larly sends a Heartbeat control packet to its children, and may
also send retransmission packets. On each of these packets, it
fills in a timestamp field T¢enger that corresponds to the local
clock at the parent at the time the parent sent the packet. The
children then echo this back in their next control packet
(TRACK or Heartbeat Response) to the parent, along with a
Tgany measurement, which corresponds to the amount of time
they delayed between receiving the packet with the Tsenger
field and sending the return packet. Upon receipt of the pack-
et at time Teceipt, the local RTT can then be calculated as fol-
lows:

LocalRTT = Treceipt — Tsender — Tdally.
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In addition to letting each parent find the LocalRTT
to each child, this also allows the nodes in the control
tree to advertise to their children the cumulative RTT
to that child. This works in a hierarchical fashion. The
top of the tree (which is the sender, for purposes of
these RTT algorithms) advertises, as part of the con-
trol packets sent to the TN, the local RTT measure-
ment to it. Then each control node recursively adds up
the RTT value of its parents, adds the local RTT to its
furthest child, and advertises this to its children in the
next locally multicast packet. Optionally, the parent
can advertise the actual RTT value to each of its chil-
dren rather than the worst RTT, but this significantly
increases the size of the locally multicast control pack-

ets, and so is only used when there is wide disparity,
and is only sent as part of Heartbeat packets.

With the Sender Loop Back algorithm, the basic
part of the Parent Loop Back method can be used in a hierar-
chical fashion. This allows the sender to calculate the worst
RTT in the entire tree. To do this, the Sender puts Teenger iN @
data packet. Upon receipt of this packet, Tsenger and Tgqy are
piggybacked on the next control packet (TRACK or NACK)
sent from each receiver to its parent. At a control node, the
Taany value is aggregated. Each time a control node gets a
packet with a set of timestamps in it, it samples its own clock,
Teontrol receive: and calculates the relative RTT to that child.

Trelative = Tcontrol_receive - Tsender - Tdally-

When it comes time for a control node to send a control
packet to its parent, it finds the child with the worst Tgjative
value, samples its own current local clock Teontrol send» @nd cal-
culates a Tgajiy control Value. N

Tdallyﬁcontrol = TC()ntrt:JLsend - Tcontrolfreceive-

It then passes up the Tenger value from that child, along with
Tdallyﬁtotal .

Tdally_total = Tdally + Tdally_control-

This Loop Back algorithm has a number of advantages: it is
relatively simple, has low overhead, is fully scalable, and can be
calculated for each round of TRACK packets sent up the tree.
In networks where the latency of the data and control paths is
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m Figure 5. Client site overhead.

m Figure 4. The network model used for protocol analysis.

very different, it still works reasonably well. In the extreme
case, it errs on the side of caution — while it may calculate a
value for the data path that is much higher than the actual
value, it will never produce a value that is less than 50 percent
of the actual value. Since it can piggyback information on
NACKSs and Retransmission packets, as well as TRACK and
Heartbeat packets, congested receivers will tend to generate
rapid updates of their RTT estimates. This allows a congestion
control protocol to more rapidly adapt to congested receivers,
while still making sure that each receiver creates a measure-
ment on a regular basis.

However, it also has a number of limitations. The Sender
Loop Back algorithm only calculates a single worst-case RTT
value, and this is only made available to the sender. This is less
than optimal for congestion control algorithms such as TFMCC
[27], because it precludes the use of Worst Path or Restricted
Worst Edge calculations. For the Parent Loop Back algorithm,
fully distributed measurements can be created that enable the
use of Restricted Worst Edge calculations, but these measure-
ments will be generated less frequently than the Sender Loop
Back algorithm. The hierarchical nature of both algorithms
makes them more susceptible to clock measurement errors,
making it very important to use high-resolution timers.

Protocol Analysis

This section presents a small set of the results of a perfor-
mance analysis of RMTP-11 [28]. This study developed
detailed equations modeling the overhead and latency of
RMTP-I1, and validated them against both simulations of
RMTP-11 in OPNET and actual measurements of the proto-
col’s performance in a testbed.

Figure 4 shows the network model used. It is broken into two
halves, a control tree consisting of a tree of routers and RMTP-
11 control nodes, and client sites with sets of receivers running
on shared LANs. The control tree consists of a series of sub-
trees, each of which has a TN or DR at the top and a set of
DRs at the bottom. A router is assumed to be collocated with
each TN or DR. There may also be zero or more levels of
routers in a subtree, between the parent and child control
nodes. For purposes of tractability, the control tree is assumed
to be full and perfectly balanced. Also, the multicast routing
topology and RMTP-11 tree are assumed to be symmetrical and
fully congruent. Note that this second key assumption depends
on the tree configuration, which presently is a key potential
weakness of RMTP-II, requiring accurate manual configuration.

The size of each subtree is determined by the router branch-
ing factor, M,, and the number of levels of routers, h,. A sub-
tree connects a parent to a set of M; DR children, where M; =
M, ™ (h, + 1). The control tree then consists of h; levels of
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subtrees, for a total of Npg = M; ™ h; DRs. At the bottom of
the tree, each of the Npr DRs is connected to a set of Nsjies/DR
client sites. Each client site has N nysite receivers. In total, there
are NLN receivers, where NLN = NDR * NSites/DR * NLN/Site-

As explained previously, the amount of TRACK traffic gen-
erated is highly dependent on the RMTP-I11 constants B (the
maximum number of children per node), C (the actual num-
ber of children per node), and R (the overhead ratio). In Figs.
5-8, B is set to the maximum of M; and (Nsjtes/DrR * NLNysite)s
so C is as close to B as possible. Given this, the amount of
TRACK overhead traffic is then primarily a function of R.

The equations model the average overhead on a link, which
includes the cost of retransmissions, packet headers, and con-
trol packets, but does not include the cost of link headers. They
also model the latency of the time it takes to retransmit a lost
packet. As with any analytical analysis of a complex process, a
list of simplifying assumptions is necessary. In addition to the
assumptions mentioned above, the protocol is analyzed during
normal static operation without the additional overhead
incurred as a result of receivers joining and leaving the control
tree. It is assumed that the control channel path and data chan-
nel path are congruent, so the data and control paths use the
same routers. The equations only provide for uniformly random
loss rates. Each link in the control tree has an average packet
loss rate of P,, and each client site has an average packet loss
rate of P... This model reflects a combination of dependent and
independent losses. It assumes that if any receiver at a client
site misses a packet, all receivers at that client site miss the
packet. However, if a client site attached to a DR misses a
packet, this does not affect the probability that other client sites
attached to the DR also miss the packet. Inside the control
tree, losses are assumed to be mostly independent, although for
subtrees with at least one level of interior routers, losses on the
top level(s) of the subtree affect multiple receivers.

Figures 5 and 6 demonstrate the theoretical scalability of
RMTP-II's control traffic, given this list of assumptions. Bytes
overhead per packet are on the y axis, and the overhead ratio
R (the number of control packets per data packet sent) is on
the x axis. NACKs are not enabled, and the loss rate is negli-
gible. In Fig. 5, the number of children connected to each
final DR is 256. Two lines are shown, one for 1 client site per
DR, and one for 10 client sites per DR. The overhead, which
is an average of the overhead on all links, is higher when all
of the receivers are at the same site, because all of the traffic
is concentrated on a single link to the DR. Figure 6 shows the
average overhead for the control tree. In this graph, there are
four levels of subtrees, each with between four and 256 DRs,
for a total of between 256 and 4 billion DRs in the control
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m Figure 7. TRACK-based latency.

tree. Because the loss rate is negligible in these graphs, the
number of subtrees has no effect on the overhead. Thus, this
graph shows that the average overhead per link does not
change for a tree with fixed fanout, even for very deep trees.

Figures 7 and 8 show the average latency to detect a lost
packet when using only TRACKs and when NACKSs are used.
For both, a single subtree is analyzed. 100-byte data payloads
are being sent every 50 ms. For Fig. 7, different lines are plot-
ted for different size groups, from 10 to 1000. The latency
shown in this figure does not include the latency due to physi-
cal transmission delay. For example, with R = 5 and B = 100,
each client is sending a TRACK every 20 data packets, and
the average detection time is 0.5 s. Note that if the period
between data packets were longer, the average detection time
would also increase. If you assume that the RTT of the sub-
tree is 100 ms, it would take 0.6 s to recover from a lost pack-
et with only TRACKS enabled, but it would take 2.6 s if the
data packets were sent every 250 ms. For Fig. 8, the x axis
shows the worst case average number of NACKs to be gener-
ated in response to a packet lost by 1000 children. The y axis
shows the worst case average latency, assuming the worst case
of only a single receiver losing the packet. Unlike Fig. 7, this
graph includes the physical latency of the link, which is plot-
ted for values between 10 ms and 1 s. These graphs show that
the two types of control traffic are useful in different settings.
In networks with relatively low RTTs, NACKSs can provide the
lowest-latency recovery, even with hundreds or thousands of
receivers. In higher-latency networks, if the tree fanout is
smaller and packets are being sent at a high rate, TRACKs
can provide the lowest latency for recovery.

Conclusion

This article presents a high-level overview of RMTP-I1, its
design goals, and its algorithms. It provided some basic analy-
sis of the scalability of the protocol, which agreed with the
conclusions found in [6] about the high scalability of this class
of protocols. Some of the strengths and limitations of the pro-
tocol can be seen from this article.

RMTP-II’s strengths include very high theoretical scalabili-
ty, a range of reliability levels including time bounded reliabil-
ity, and explicit tools for monitoring and controlling data
streams. It also provides explicit support of asymmetrical net-
works, support for both real-time and non-real-time applica-
tions, and key feedback information necessary for
TCP-friendly congestion control. It does not require new
router software to be deployed, although it can take advan-
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tage of generic router assist as it becomes available. It pro-
vides optional automatic configuration of receivers, which
allows the protocol to be auto-configuring if a single-level
topology is used, without DRs. The system provides automatic
fault detection and fail-over of interior control nodes.

Like any protocol, it also has to make certain trade-offs,
and these produce limitations and weaknesses. RMTP-II’s top
limitation is its requirement for configuration of the tree
topology. At present, RMTP-11 requires manual configuration
of the inner tree topology. If this configuration is done in a
way that causes significant incongruence with the multicast
routing topology, it can cause significant performance degra-
dation. Manual configuration of the topology can be a signifi-
cant barrier to widespread deployment. In addition, if the
group membership or network topology changes radically dur-
ing a session, RMTP-Il1 may not adapt to these changes well.
In addition, TRACK overhead can be significant if the appli-
cation needs low-latency recovery from packet loss and is not
able to use NACKSs. For this reason, it is recommended that
NACKSs and/or FEC be used for all scalable real-time applica-
tions. Finally, while the protocol attempts to be as simple as
possible, it is certainly more complex than some other proto-
cols, such as nonhierarchical NACK-only protocols.

While a tremendous amount of work has been done on
RMTP-II, and a commercial implementation has been ship-
ping for two years, much future work remains. In particular,
we are working on selecting the best automatic tree configura-
tion algorithms from the body of work that has been done on
this topic. We are also doing additional scalability and perfor-
mance analysis and simulations, including ones with an imple-
mentation of the TCP-Friendly Multicast Congestion Control
(TFMCC) specification integrated with the protocol. We are
examining other potential algorithms for distributed RTT cal-
culations, such as [29] and a variant that creates clock differen-
tial calculations without requiring many-to-many multicast. We
are looking at adding in an option for header compression, for
real-time applications with small data payloads. Finally, we are
analyzing the security implications of the protocol [30].

RMTP-I11 owes a tremendous amount to the wide range of
excellent academic work it has built on, and will surely contin-
ue to do so in the future, as it continues to evolve.
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